OKTA Verify App Set-up

A Quick Guide from HQ RIO

How to set up non-CAC two-factor authentication for Air Force websites

Members can set up the OKTA Verify app on their mobile devices by downloading the app
from their device app store. This app allows non-CAC access to the suite of applications
available in OKTA.af.mil and myFSS.us.af.mil.

- OKTA hosts applications such as myFSS MyVector, Reserve Vacancies, vVMPF, and
vPSC (PRDA).

- myFSS hosts applications such as mylMA, myEval, myFitness, myRetirement, and
Decorations. It also has search features to the host of Knowledge Articles available
for all personnel processes under the ARPC umbrella of services.

To set up mobile device access, you must be able to log-in using your CAC initially:

1) Go to https://af.okta.mil/
2) Select the CAC log-in option

https://af.okta.mil/oauth2/v1/authorize?dlient_id=okta.2b1959c8-bcc0-56eb-a589-cfcfb7422f26& code_challenge=k0aT58DgvImg-434bkfXmthvrOmKZAFz5leOM19Xez88& code_challenge_method=52564
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Connecting to

Sign in with your account to access Okta Dashboard

SignIn

Sign in with PIV / CAC card

—
o ; - Sign in with Non-CAC
- 2
- Sign in with Non-DAF

3) Go to the top right corner and select the drop-down where your name appears and
select “My Settings.”


https://af.okta.mil/app/UserHome?session_hint=AUTHENTICATED
https://myfss.us.af.mil/USAFCommunity/s/login/?ec=302&startURL=%2FUSAFCommunity%2Fs%2F
https://af.okta.mil/
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4) Select “Manage Security Methods.”

A AR
Settings
Welcome,
o] Settings
Personal information Manage your Air Force account, including your personal information, password, notifications, and mare.

Display language

K
Security methods *

Personal information

e

Security methods Recent activity

Recent activity

Review and edit your persenal Set up security methods to prove

View information about recent sign-
information. your identity when you sign in to

apps.

in activity and related security

events.

Manage personal information Manage security methods View recent activity

5) Select “Set up” under the OKTA Verify section.
a. NOTE: If you already have a mobile device set up, the button will say “Set up
another.”
b. You can add another device here or use your existing device to add another

one.

0 oy
iPhone

Last used 8 minutes ago & Remove

Enrolled 8 minutes ago

c. The window below will come up if you chose the “Set up another” option. You
will use the QR code shown to scan using the new device you want to set up.
To use this, follow the steps on page 5 of this guide to get to the point where
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you can use the new device to scan the QR Code below (shown in pic #6) and
follow the steps from there.

Set up Okta Verify

iPad®) or on Google Play (Andro

2. Open the app and follow the instructions to
add your account

ap Scan a QR code, then

Can't scan?

Return to authenticator list

d. NOTE: If you have a new mobile device and you need to delete an old device
that was previously set up on the OKTA Verify app, select the “Remove”
button shown below to remove old devices, then you can add the new device
to authenticate.

0 Okta Verify + Setup another

iPhane
Last used 8 minutes ago T Remove
Enrolled & minutes ago
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To add another device using your existing device, go into the OKTA Verify app on the existing

device, and select the af.okta.mil account you already set up.

$% okta Verify

cl

‘ af.okta.mil

i -

Launch Dashboard [

1) Scroll down and select “Add Account to Another Device”. Walk through the steps to
create a QR Code on the device already set up so you can scan it using the new
device you want to set up. Once the QR Code is displayed, switch over to the new
device.

NOTE: THESE SCREEN SHOTS ARE FROM AN IPHONE. ANDROID USERS MAY SEE
SLIGHTLY DIFFERENT PAGE LAYOUTS.

] 3 10:31 [

£ Account Details

10:31 [ e

< Add Account to Another Device

Ways to Sign In

Push Notification Scan or Enter Code
Tap Yes on a push notification
1. On your other device, download and open

Ways to SignIn the Okta Verify app.

Okta FastPass

Tap the "Sign in with Okta FastPass” button
Authentication Code when available

Enter a code generated by Okta Verify

2. In the app, choose Add Account from
Another Device.

3. Follow the Bluetooth instructions, then
scan this QR code or enter the code
manually.

Security
Push Notification

Tap Yes on a push notification

Okta FastPass
Tap the "Sign in with Okta FastPass" button
when available

Security

Face ID or Passcode Confirmation
During verification, Okta Verify ask for
your Face ID or passcode. Confirmation
type depends on your organization's
settings.

Help

Okta Verify Troubleshoaoter

If your Okta Verify account isn't working as
expected, the troubleshooter might resolve
Issues

Manage Account

Face ID or Passcode Confirmation
During verification, Okta Verify will ask for
your Face ID or passcode. Confirmation
type depends on your organization's
settings.

Help

Okta Verify Troubleshooter

If your Okta Verify account isn't working as
expected, the troubleshooter might resolve
Issues

Manage Account

Rename Account

Add Account to Another Device

Delete Account

62 CCO 31A

2) From the new device, after you have downloaded the OKTA app, open it and walk

through the steps to add the new device from the existing one.
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Welcome to Okta Verify

Securely signin to yaur organization's apps. How it works

When you access your organization's apps, use Okta Verify to canfirm your identity.

Get Started

Add Account from Another Device

101741 Tus Fob 24 = Ba% - 104T7AM Tue Fsb 24 - BEY -

Close Add Account < Add Account

Choose Account Type Add Account from Another Device?

Choose the type of account you would like to add 1f you have an Okta Verify account on ancther device, you can add it to this device.

Organization
Wiark, schoal, campany

Other
Facebook, Google, ete.

Skip

Add Account from Ancther Device

10:T7AM Tuo Fab 24 T 3 -

< Add Account

Allow Bluetooth

e t will be copied between d through a Bluetoath ction.
four accaunt will be copied between devices through a Blu cannection. Allow “Okta Verify” to find

Bluetooth devices?

° amveprors

Mora than 50 devices found
Information from Bluetooth devices
can be used to determine your

focation and create a profile of you

Don't Allov Allow

10158M Tue Feb2a = B - 10:31AM Tue Fob2a

< Okta Verify < Scan QR Code

Do You Have Your QR Code?

Make sure the QR code is shown an the device you're adding from.

Where do | get my QR code?

Center QR Code within the Frame.

Scan QR Code

Enter Code Manually
Enter Code Manual
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3) Once you have the new device showing the scan window, hold it over the QR Code on the
existing device and allow it to scan.

4) You will then get a prompt on the existing device to enter the code that is presented on the
new device. Enter that code into the existing device, and that should complete the set-up
process on the new device.

Add Account 10:32 ﬁj =

€ Add Account to Another Device

Check Your Other Device

Onyour other er the PIN shown here

XXX XXX

Enter PIN from
other Device

This screen will automatically update after you proceed on your ather device.

Your other device should show a 6-digit PIN.
Enter the PIN here to verify you've connected
to the right device.

5) Now that you have set up an additional device, you can log back in to OKTA.af.mil
and return to the Settings to confirm both devices appear.

0 Okta Verify + Setup another
iPhone
Last used an hour ago B Remove
Enrolled an hour ago
iPad ] Remove

Enrolled 6 minutes ago

NOTE: If you experience access issues with OKTA or myFSS, please contact the Total Force
Service Center at: 800-525-0102, and request IT assistance. HQ RIO cannot assist with
account access issues, nor is it likely your assigned AC organization would be able to
assist.
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To login to a secure application such as myFSS with OKTA verify use the following steps:

1) Go to the website i.e. myfss.us.af.mil

2) Click on “Login”

[
Qv

U.S. AIR FORCE SPACE FORCE

e
T
NON-CAC Registration

3) Enteryour Username that you used to set up OKTA and press next

Connecting to &»

Sign in with your account to access MyFSS (CRM Community)

MI|A

Signin
e Sign in with Okta FastPass

OR

Username

—

OR

| Sign in with PIV / CAC card |

4) If Okta Verify does not open automatically, Click on “Open Okta Verify”



sign in with your account to access MyFSS (CRM Community

A

O

A

Sign in with Okta FastPass

e
2

If Okta Verify did not open automatically, tap
Open Okta Verify.

Open Okta Verify

Verify with something_else

Back to sign in

Privacy Policy
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5) Once the Okta verify app opens up, enter either your passcode or FacelD depending
on how you configured your Okta app. The app will refresh and you should see this

screen.

©

Sign In Verified

Return to the app you are accessing
to continue.

{ Close

6) You canthen leave the app and return to your browser and the website will refresh

and signyou in.



